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EXECUTIVE SUMMARY 


With the Y2K fears leading up to 2000, the tragedies of September 11th 2001, the East-Coast power outage of 2003 and the series of hurricanes in Florida in 2004, businesses awoke to the realization that the improved productivity, profits and innovation made possible by information technology also brought with it a frightening degree of vulnerability. The evidence is clear; study after study has demonstrated that businesses can lose millions of dollars for each hour their IT system is down, and is has been shown that a significant percentage of companies will not reopen. 


Yet with all the dangers inherent in poor preparation for disasters, surveys still indicate that a majority of businesses, both large and small, do not have an effective, up-to-date, and comprehensive business continuity plan. Even those that do make an effort nevertheless have a shocking low pass rate when their procedures are tested. It is not negligence that causes this poor readiness level, but overstressed and under-funded IT departments that cannot handle the additional burden of business continuity planning. Yet the CIO is nevertheless the key player in this area, with a strategic viewpoint of the company’s risks, a coordinating role through standard-setting, a catalyzing effect through business transformation and an understanding of the complex interactions of each business department. The question now becomes, what is needed for a CIO to effectively fill the job of leading a business continuity planning process?


Basilica Software Corporation, after extensive research into the needs and issues of CIO’s, developed a revolutionary, integrated, end-to-end IT solution. Using web-based technology mounted on a single platform, and embedding a business continuity planning 
module into its comprehensive package of modules, it allows a Chief Information Officer to install a BCP program in companies both large and small, while reducing upfront and total costs of ownership. Far from adding to the burden of overstressed employees, the system requires data entry only once, with only one interface to learn and only one vendor to manage, while providing applications for all the IT management needs. With this system, there is no need for fear, and no reason for failure.
INTRODUCTION

“We learn from history that we learn nothing from history.”






George Bernard Shaw


To say that we live in unprecedented times is an understatement. Middle-class families have access to the most exotic of technologies, school children in Toronto, Paris or Miami can chat with peers in Taipei, Kigali or Buenos Aires, and some businesses make more in profits than some countries do in revenues. While all of this was made possible by information technology, like all great programs, it had a flaw in that we have become dangerously vulnerable to any event that disrupts our information technology infrastructure. 


The world first saw this with the Y2K bug, and though it went out with a fizzle rather than a bang, governments, businesses and citizens alike were on edge, fearful of what damage might come from a simple coding oversight. This realization was cemented after the smoke from the tragedies of September 11th lifted, as the terrorist attacks cost the US and world economies billions of dollars in lost business. While governments reorganized and poured billions into preparaetions for major disruptions, the vulnerability of the economic system mocked such efforts in 2003, when a failure to trim trees led to a power outage affecting some 50 million Americans and Canadians and billions of dollars in losses to industry.
 What is more important is that these three events are only the most visible, well-known events that affect business operations. In actuality, there are a large number of business failures caused by lesser known disruptions, some from still-significant natural disasters such as the recent string of hurricanes in Florida to everyday 
accidents caused by employee error. This paper seeks to examine the level of threat faced by businesses today, and what business continuity planning can do to remedy the situation. It will examine evidence of vulnerability, demonstrating that the case is clear for business continuity planning, while noting that there is a lack of urgency in its implementation for a variety of reasons, but which can and must be resolved with the leadership of Chief Information Officers. Finally, it will introduce the CIOAdvisor™, demonstrating why and how this product provides an ideal solution to this most critical business function, among its many other, invaluable benefits. 

A TICKING TIME-BOMB


The dangers to a business are as diverse as they are numerous, ranging from calamities such as hurricanes, earthquakes, floods and fires, to malicious threats of terrorists, hackers and criminals, even to seemingly routine problems such as employee error or poor IT project management. And yet, the potential for catastrophic damage is unquestionable, with loss of revenue, productivity, market confidence and even the specter of legal liability threatening the very existence of a business. This is not just a hypothetical scenario, as research has shown that companies can lose 2-3% of gross sales after eight days of sustained IT outage, and are unlikely to recover if the loss of computers lasts ten days or more.
 Additionally, one study regarding business continuity planning estimated that 1/3 of US businesses would lose critical data and/or operational 
capabilities if struck by a major disaster.
 According to the Institute for Business and Home Safety, one quarter of all businesses that close operations due to a disaster never re-open, a situation markedly worse for small businesses that do not have the resources or knowledge to assess disaster risks or to develop comprehensive business continuity plans.
 This theme of small business vulnerability is reinforced by the American Red Cross, who note that as many as 40% of small businesses will not survive a major disaster.


This is not to say, however, that the dangers and lack of preparedness is confined to small businesses. In fact, a Gartner study found that less than 30% of Fortune 2000 had full business continuity plans in place.
 This is all despite the fact that the ability of major financial institutions on Wall Street to recover from the devastating losses incurred in the World Trade Center attacks attested to the need for comprehensive, up-to-date and effective business continuity plans.
 And the losses for larger companies are often staggering in comparison to smaller enterprises, with the Fibre Channel Industry Association estimating that every hour of downtime in the media and financial industries can result in losses of millions of dollars.


With the evidence so clear for the need, one must question why the apparent lack of urgency and action remains to this day, a subject which will now be examined. 
OBSTACLES


When digging into the reasons why BCP has not become the priority it should have by now, some familiar problems emerge. First among these is cost, and with the collapse of the tech bubble, global political instability and struggling economies, IT budgets have become the victims of increasingly slimmer profit margins (or worse, growing loss margins). Some studies have shown that business continuity planning accounts for only 1-2% of a company’s IT budgets, far below the 2-8% recommended.
 What makes the problem even more vexing is that surveys have shown that CIO’s are now increasingly under pressure to demonstrate a financial return on investment in information technology, a return that can only come after a disaster strikes, making it difficult for CIO’s to make the case for preemptive investment in BCP.


Another issue of concern is that information technology departments are under a great and growing deal of stress, having to accomplish more results with fewer resources in less time. This is no trivial matter, as a CIO.com study found that 71% of CIO’s are already concerned with IT staff burn-out, making the case to increase their workload further with the task of building and maintaining a business continuity plan even more difficult.


Finally, it must be noted that like in many activities, but particularly business continuity planning, it is important to not just have a plan, but to have an effective and up-to-date plan. “If you make a change to your technology and how you do your backups and how systems are run and you don’t make a contractual change with that, you’re out of sync,” says Bob DiLossi, crisis management manager for Sungard Availability 
Services, noting it was a common occurrence in the aftermath of Hurricane Katrina.
 It has been found that even where there is a marginal level of disaster preparation in the business community, the degree of readiness is sorely over-estimated. According to surveys done by PriceWaterhouseCoopers in 1999 and InformationWeek in 2002, only 63% of those companies with a BCP program have taken the enterprise-wide approach needed to be successful.
 This was not an isolated incident; according to a study done by Gartner Inc., even among the one-third of companies that maintain a business continuity plan, four-fifths had never tested them; somewhat embarrassingly, even those rare cases where BCP programs were maintained and tested, only 17% passed their own tests!
 

ROLE OF THE CIO


Into this daunting environment comes the CIO, already under siege with demands to reduce out-of-control IT spending, keep up with hyper-fast technological developments and identify competitive advantages from an enterprise-wide vantage-point. At first glance, the CIO would seem a poor choice to lead a business continuity program, yet the unique position of the CIO as a centralizing, strategic and cross-functional manager allows him/her to turn the challenges faced in business transformation into opportunities for disaster preparation. 

As a strategic-level operator, the CIO has the responsibility to follow world and industry events, providing an external orientation that is useful for ensuring that BCP
programs are relevant to ever-changing circumstances. With the responsibility for maintaining IT systems that delve into every corner of every department within a company, a CIO has the ability to understand the internal mechanisms and complex nuances of their company’s operations, a level of detailed understanding needed in order to develop a business continuity plan that addresses the individual needs in a crisis situation. Finally, as a catalyst for change, driving process-reengineering, a CIO has the opportunity to build in disaster preparation from the start, without costly and disruptive upgrades provided after systems are already installed and understood. 

The challenge of the CIO is two-fold; one, the case must be made to spend preciously scarce resources without knowing for certain that there will be a return on investment. And second, the CIO must also find a way to integrate the BCP functionality into ongoing improvements within a company’s IT infrastructure without disrupting business operations or detracting from the primary activities of providing IT services throughout the company. Difficult as this may be, there is simply not alternative for a responsible corporate executive. After witnessing the effects of September 11th, a New Orleans-based legal firm instituted a business continuity planning, and though forced to evacuate in the face of Hurricane Katrina, their CIO reported having e-mail systems down for only 15 minutes, with plans to migrate to alternative facilities despite having the New Orleans office closed for months.
 

At Basilica Software Corporation, these considerations were built into the design of the company’s flagship product, the CIOAdvisor™. 

THE CIOAdvisor™ SOLUTION 

The CIOAdvisor™ is a revolutionary, end-to-end, single-platform IT solution. Its integrated, web-based technology allows this one system to handle the full spectrum of information technology management without the complexity, confusion and cost of multiple systems, multiple learning curves and diverse support needs. One of the available modules for the system is a unique, business continuity planning system that is designed to assist organizations of all kinds and sizes develop a customized, comprehensive and detailed disaster response plan that addresses a variety of threats. Because this system was designed from the ground up with the problems of CIO’s in mind, this system addresses the concerns of IT departments mentioned in this paper, and more. 

· By embedding the BCP component in its comprehensive IT management suite, the CIOAdvisor™ allows organizations to install this system without any additional work. 
· The CIOAdvisor™ is priced to provide end-to-end IT functions for less than the cost of some single-module system, allowing companies to save money as they install a BCP component. 

· With an integrated database, the information needed for the BCP module is instantly accessible, without the need for time-consuming data-entry for BCP programming. 

· With only one vendor for all of your IT management needs, the CIOAdvisor™ prevents companies from having to deal with yet another time-consuming vendor. 

· Using a single-platform across the entire IT management spectrum, end-users do not have to spend time and money learning another system interface. 

· With its web-based system, the CIOAdvisor™ allows companies with operations located throughout multiple locations to access the same system, at any time, at any place.

· The CIOAdvisor’s™ integrated database allows for the BCP module to be kept up-to-date every time there is a change in the system or company, regardless of whether the updating is being done for human resource, IT tracking, project management or other applications. 

· The needed benefits of the Business Continuity Planning module come in addition to the numerous and unique benefits already provided by upgrading to the CIOAdvisor™, all at a lower up-front and total cost of ownership perspective. For more information, please check out www.basilicasoftware.com and view the product profile and other white papers. 
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